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European Foreword

This CEN Workshop Agreement has been developed in accordance with the CEN-CENELEC Guide 29
“CEN/CENELEC Workshop Agreements — The way to rapid consensus” and with the relevant provisions of
CEN/CENELEC Internal Regulations — Part 2. It was approved by a Workshop of representatives of interested parties
on 2022-11-08, the constitution of which was supported by CEN following several public calls for participation, the
first of which was made on 1998-06-24. However, this CEN Workshop Agreement does not necessarily include all
relevant stakeholders.

The final text of this CEN Workshop Agreement was provided to CEN for publication on 2022-11-18.

The following organizations and individuals developed and approved this CEN Workshop Agreement:
e AURIGA SPA

e CIMA SPA

e DIEBOLD NIXDORF SYSTEMS GMBH

e FIS BANKING SOLUTIONS UK LTD (OTS)
e FUJITSU TECHNOLOGY SOLUTIONS

e GLORYLTD

e GRG BANKING EQUIPMENT HK CO LTD
e HITACHI CHANNEL SOLUTIONS CORP

e HYOSUNG TNS INC

e JIANGSU GUOGUANG ELECTRONIC INFORMATION TECHNOLOGY
e KAL

e KEBA HANDOVER AUTOMATION GMBH
e NCRFSG

e NEXUS SOFTWARE

e OBERTHUR CASH PROTECTION

e OKI ELECTRIC INDUSTRY SHENZHEN

e SALZBURGER BANKEN SOFTWARE

e SECURE INNOVATION

e SIGMA SPA

It is possible that some elements of this CEN/CWA may be subject to patent rights. The CEN-CENELEC policy on
patent rights is set out in CEN-CENELEC Guide 8 “Guidelines for Implementation of the Common IPR Policy on
Patents (and other statutory intellectual property rights based on inventions)”. CEN shall not be held responsible for
identifying any or all such patent rights.

The Workshop participants have made every effort to ensure the reliability and accuracy of the technical and non-

technical content of CWA 16926-6, but this does not guarantee, either explicitly or implicitly, its correctness. Users
of CWA 16926-6 should be aware that neither the Workshop participants, nor CEN can be held liable for damages
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or losses of any kind whatsoever which may arise from its application. Users of CWA 16926-6 do so on their own
responsibility and at their own risk.

The CWA is published as a multi-part document, consisting of:

Part 1:
Part 2:
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1. Introduction

1.1 Background to Release 3.50

The CEN/XFS Workshop aims to promote a clear and unambiguous specification defining a multi-vendor software
interface to financial peripheral devices. The XFS (eXtensions for Financial Services) specifications are developed
within the CEN (European Committee for Standardization/Information Society Standardization System) Workshop
environment. CEN Workshops aim to arrive at a European consensus on an issue that can be published as a CEN
Workshop Agreement (CWA).

The CEN/XFS Workshop encourages the participation of both banks and vendors in the deliberations required to
create an industry standard. The CEN/XFS Workshop achieves its goals by focused sub-groups working
electronically and meeting quarterly.

Release 3.50 of the XFS specification is based on a C API and is delivered with the continued promise for the
protection of technical investment for existing applications. This release of the specification extends the
functionality and capabilities of the existing devices covered by the specification:

e Addition of E2E security
e PIN Password Entry

1.2 XFS Service-Specific Programming

The service classes are defined by their service-specific commands and the associated data structures, error codes,
messages, etc. These commands are used to request functions that are specific to one or more classes of Service
Providers, but not all of them, and therefore are not included in the common API for basic or administration
functions.

When a service-specific command is common among two or more classes of Service Providers, the syntax of the
command is as similar as possible across all services, since a major objective of XFS is to standardize function
codes and structures for the broadest variety of services. For example, using the WFSExecute function, the
commands to read data from various services are as similar as possible to each other in their syntax and data
structures.

In general, the specific command set for a service class is defined as a superset of the specific capabilities likely to
be provided by the developers of the services of that class; thus any particular device will normally support only a
subset of the defined command set.

There are three cases in which a Service Provider may receive a service-specific command that it does not support:

The requested capability is defined for the class of Service Providers by the XFS specification, the particular vendor
implementation of that service does not support it, and the unsupported capability is not considered to be
fundamental to the service. In this case, the Service Provider returns a successful completion, but does no operation.
An example would be a request from an application to turn on a control indicator on a passbook printer; the Service
Provider recognizes the command, but since the passbook printer it is managing does not include that indicator, the
Service Provider does no operation and returns a successful completion to the application.

The requested capability is defined for the class of Service Providers by the XFS specification, the particular vendor
implementation of that service does not support it, and the unsupported capability is considered to be fundamental
to the service. In this case, a WFS_ERR_UNSUPP_COMMAND error for Execute commands or

WFS_ERR UNSUPP_CATEGORY error for Info commands is returned to the calling application. An example
would be a request from an application to a cash dispenser to retract items where the dispenser hardware does not
have that capability; the Service Provider recognizes the command but, since the cash dispenser it is managing is
unable to fulfil the request, returns this error.
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The requested capability is not defined for the class of Service Providers by the XFS specification. In this case, a
WFS _ERR INVALID COMMAND error for Execute commands or WFS _ERR _INVALID CATEGORY error
for Info commands is returned to the calling application.

This design allows implementation of applications that can be used with a range of services that provide differing
subsets of the functionalities that are defined for their service class. Applications may use the WFSGetInfo and
WFSAsyncGetInfo commands to inquire about the capabilities of the service they are about to use, and modify
their behavior accordingly, or they may use functions and then deal with error returns to make decisions as to how
to use the service.
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2. PIN Keypad

This section describes the application program interface for personal identification number keypads (PIN pads) and
other encryption/decryption devices. This description includes definitions of the service-specific commands that
can be issued, using the WFSAsyncExecute, WFSExecute, WFSGetInfo and WFSAsyncGetInfo functions.

This section describes the general interface for the following functions:
e  Administration of encryption devices
e Loading of encryption keys
e Encryption / decryption
e Entering Personal Identification Numbers (PINs)
e  PIN verification
e PIN block generation (encrypted PIN)
e C(lear text data handling
e  Function key handling
e PIN presentation to chipcard
e Read and write safety critical Terminal Data from/to HSM
e HSM and Chipcard Authentication
e EMV 4.0 PIN blocks, EMV 4.0 public key loading, static and dynamic data verification

If the PIN pad device has local display capability, display handling should be handled using the Text Terminal Unit
(TTU) interface.

The adoption of this specification does not imply the adoption of a specific security standard.
Important Notes:

e This revision of this specification does not define all key management procedures; some key management
is still vendor-specific.

e Key space management is customer-specific, and is therefore handled by vendor-specific mechanisms.
e Only numeric PIN pads are handled in this specification.

This specification also supports the Hardware Security Module (HSM), which is necessary for the German ZKA
Electronic Purse transactions. Furthermore the HSM stores terminal specific data.

This data will be compared against the message data fields (Sent and Received ISO8583 messages) prior to HSM-
MAC generation/verification. HSM-MACs are generated/verified only if the message fields match the data stored.

Keys used for cryptographic HSM functions are stored separate from other keys. This must be considered when
importing keys.

This version of PIN pad complies to the current ZKA specification 3.0. It supports loading and unloading against
card account for both card types (Type 0 and Type 1) of the ZKA electronic purse. It also covers the necessary
functionality for ‘Loading against other legal tender’.

Key values are passed to the API as binary hexadecimal values, for example:
0123456789 ABCDEF = 0x01 0x23 0x45 0x67 0x89 0xAB 0xCD 0xEF

When hex values are passed to the API within strings, the hex digits 0xA to 0xF can be represented by characters in
the ranges ‘a’ to ‘f” or ‘A’ to ‘F’.

The following commands and events were initially added to support the German ZKA standard, but may also be
used for other national standards:

e WFS_INF PIN HSM TDATA
e WFS _CMD PIN HSM SET TDATA
e WFS_CMD PIN SECURE MSG _SEND
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e WFS_CMD PIN SECURE_MSG RECEIVE
e WFS_CMD PIN GET JOURNAL

e WFS_SRVE PIN OPT REQUIRED

e WFS_CMD PIN HSM_INIT

e WFS_SRVE PIN HSM TDATA CHANGED

Certain levels of the PCI EPP security standards specify that if a key encryption key is deleted or replaced, then all
keys in the hierarchy under that key encryption key are also removed. Key encryption keys have the

WFS PIN USEKEYENCKEY type of access. Applications can check impact of key deletion using

WFS_INF PIN KEY DETAIL or WFS_INF PIN KEY DETAIL EX.

13
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2.1 Encrypting Touch Screen (ETS)

An encrypting touch screen device is a touch screen securely attached to a cryptographic device. It can be used as
an alternative to an encrypting pin pad (EPP). It supports key management, encryption and decryption.

It is assumed that the ETS is a combined device. It overlays a display monitor which is used to display lead-through
for a transaction. It is assumed that the display monitor is part of the Windows desktop, and can be the Windows
primary monitor or any other monitor on the desktop. E.g. the following diagram shows 2 monitors extended across
the desktop, with monitor 1 being the primary monitor and the ETS being overlaid on monitor 2 whose origin is (-
1680.0).

Change the appearance of your displays

F

Display: 2. HG216 -

Resolution: [1680 » 1050 (recommended) v]

Multiple displays: [E}d:end these displays ']

[] Make this my main display Advanced settings

The touch screen can optionally be used as a “mouse” for application purposes, while XFS PIN operations are not
in progress or optionally when non-secure XFS PIN commands are in progress.

The CEN interface supports two types of ETS
e Those which activate touch areas defined by the application.
e Those which activate a random variation of touch areas defined by the application.

The Service Provider, when reporting its capabilities, reports the absolute position of the ETS in Windows desktop
coordinates. This allows the application to locate the ETS device in a multi-monitor system and relate it to a
monitor on the desktop.

At any point in time, a single touch area of the ETS can operate in one of 4 modes:-

e  Mouse mode - a “touch” simulates a mouse click. This mode is optional. This may not be supported by
some ETS devices. Configuration of the click is vendor specific. e.g. WM_LBUTTONDOWN. This is
also the mode that, if supported, is active when none of the other modes are active.

e XFS Data mode - a “touch” maps to an XFS key and the value of the key is returned in an event (as in
clear numeric entry using WFS_ CMD _PIN GET DATA).

e XFS PIN mode - a “touch” maps to an XFS key and the value of the key is returned in an event only if the
key pressed is not WFS _PIN FK 0 through WFS PIN FK 9 (as in PIN entry using
WFS CMD_PIN GET PIN).

e XFS Secure mode - a “touch” maps to an XFS key and the value of the key is returned in an event only if
the key pressed is not WFS_PIN FK 0 through WFS PIN FK 9 and not WFS_PIN FK A through
WFS PIN FK F (as in key entry using WFS CMD_ PIN _SECUREKEY ENTRY).

The following concepts are introduced to define the relationship between the monitor and the ETS:-
e Touch Key — an area of the monitor which reacts to touch in XFS Data, PIN and Secure modes.

e Touch Frame — an area of the monitor onto which Touch Keys can be placed. There can be one or more
Touch Frames. There may be just one Touch Frame which covers the whole monitor. Areas within a
Touch Frame, not defined as a Touch Key, do not react to touch. Generally in XFS PIN and Secure modes,
there would be only one Touch Frame covering the whole monitor. An empty Touch Frame disables that
part of the monitor.

e Mouse area — an area outside of all Touch Frames in which touches behave like a mouse
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e Thus XFS Data, PIN and Secure modes operate in a single Touch Frame or multiple Touch Frames.
Mouse mode operates outside a Touch Frame, and is optional.

Note that there is a perceived risk in separating the drawing functionality from the touch functionality, but this type
of risk is present in today’s keyboard based systems. e.g. An application can draw on a monitor to prompt the user
to enter a PIN and then enables the EPP for clear data entry. So the risk is no different than with an EPP — the
application has to be trusted.

Depending upon the type of device, the application must then either inform the Service Provider as to the active key
positions in the form of Touch Frames and Touch Keys using the WFS CMD PIN DEFINE LAYOUT command,
or obtain them from the Service Provider using the WFS INF PIN GET LAYOUT command. This collection is
now referred to as a “Touch Keyboard definition”.

The application then uses the normal PIN commands to enable the touch keyboard definition on the ETS device:
e PINentry WFS CMD PIN GET PIN
e C(Clear data entry WFES CMD PIN GET DATA
e Secure key entry WFS CMD PIN SECUREKEY ENTRY

These commands are referred to as “keyboard entry commands” throughout the remainder of this document.

PCI compliance means that WFS CMD PIN GET PIN and WFS CMD PIN SECUREKEY ENTRY can only
be used with a single Touch Frame that covers the entire monitor. i.e. Mouse mode cannot be mixed with either
XFS PIN or Secure mode. If a Touch Key (or areas) is defined for an XFS key value and that key value is not
subsequently specified as active ina WFS_ CMD_PIN GET PIN, WFS CMD_ PIN GET DATA or

WFS CMD PIN SECUREKEY ENTRY command, then the Touch Key is made inactive.

Layouts defined with the WFS CMD_ PIN DEFINE LAYOUT command are persistent.

Example 1 — this screen only uses XFS Data mode — the entire screen is a Touch Frame. Mouse mode is not used.

L[ JC ]
1 D
Example 2 — this shows a monitor with two Touch Frames and 14 Touch Keys. The space within the Touch Frames
not defined by a Touch Key are inactive (do not respond to touch). All areas outside a Touch Frame operate in
Mouse mode. This example shows two Mouse mode “keys”. e.g. Windows “Button”, HTML “BUTTON” or a

custom control. Other touches in Mouse mode are normally dealt with by the application event engine. However,
this can be restricted — see example 3.

U0

1]

1]
O]

I — E' 'D

Example 3 — this screen uses Mouse and XFS Data modes — Mouse mode is used only in a restricted area. The
touch keyboard definition has 3 frames. Frame 1 has no Touch Keys. Frame 2 has 2 Touch Keys; Frame 3 has 12
Touch Keys.

U0

15



CWA 16926-6:2022 (E)

g : :|| |||| llD

| | | | ||||:||| |D

16



CWA 16926-6:2022 (E)

3. References

1. XFS Application Programming Interface (API)/Service Provider Interface (SPI), Programmer’s Reference
Revision 3.50

2. RSA Laboratories, PKCS #7: Cryptographic Message Syntax Standard. Version 1.5, November 1993

3. SHA-1 Hash algorithm ANSI X9.30-2:1993, Public Key Cryptography for Financial Services Industry Part2

4. EMVCo, EMV2000 Integrated Circuit Card Specification for Payment Systems, Book 2 — Security and Key
Management, Version 4.0, December 2000

5. Europay International, EPI CA Module Technical — Interface specification Version 1.4

6. ZKA / Bank-Verlag, Koln, Schnittstellenspezifikation fiir die ec-Karte mit Chip, Online-Personalisierung von
Terminal-HSMs, Version 3.0, 2. 4. 1998

7. ZKA / Bank-Verlag, Koln, Schnittstellenspezifikation fiir die ZKA-Chipkarte, Online-Vor-Initialisierung und
Online-Anzeige einer Aulerbetriebnahme von Terminal-HSMs, Version 1.0, 04.08.2000

8. 473x Programmers Reference Volume 1 - TP-820399-001A

9. 473x Programmers Reference Volume 2 - TP-820403-001A

10. 473x Programmers Reference Volume 3 - TP-820400-001A

11. 473x Programmers Reference Volume 4 - TP-820404-001A

12. 473x P-Model Programmers Reference - TP-820397-001A

13. 473x Log Reference Guide - TP-820398-001A

14. Diebold‘s Specification for support of Online Preinitialization and Personalization of Terminal HSMs (OPT)
and support for the PAC/MAC standards for the 473x Protocol, Diebold USA, Revision 1.10, revised on May 2002

15. Groupement des Cartes Bancaires “CB”, Description du format et du contenu des données cryprographiques
échangées entre GAB et GDG, Version 1.3 / Octobre 2002

16. ITU-T Recommendation X.690 — ASN.1 encoding rules (also published as ISO/IEC International Standard
8825-1), 1997

17. German ZKA specification, published by: Bank-Verlag Koeln, Post Box 300191, 50771 Cologne, Germany;
Tel: +49 221 5490-0; Fax: +49 221 5490-120

18. Banksys document “SCM DKH Manual Rel 2.x”

19. Diebold‘s and IBM*s Specification for support of Online Preinitialization and Personalization of Terminal
HSMs (OPT) and support for the PAC/MAC standards for the 473x Protocol, Diebold USA, Revision 1.8, revised
on Jan-03-2001

20. ANSI X3.92, American National Standard for Data Encryption Algorithm (DEA), American National
Standards Institute, 1983

21. ANSI X9.8-1995, Banking — Personal Identification Number Management and Security, Part 1 + 2, American
National Standards Institute

22.1SO 9564-1, Banking — Personal Identification Number management and security, Part 1, First Edition 1991-
12-15, International Organization for Standardization

23. ISO 9564-2, Banking — Personal Identification Number management and security, Part 2, First Edition 1991-
12-15, International Organization for Standardization

24. IBM, Common Cryptographic Architecture: Cryptographic Application Programming Interface, SC40-1675-1,
IBM Corp., Nov 1990

25. R:L: Rivest, A. Shamir, and L.M. Adleman, A Method for Obtaining Digital Signatures and Public-Key
Cryptosystems, Communications of the ACM, v. 21, n.2, Feb 1978, pp. 120-126

26. Security for Computer Networks by Donald W. Davies & William L. Price, Second Edition, John Wiley &
Sons, 1989

27. Regelwerk fiir das deutsche ec-Geldautomaten-System, Stand: 22. Nov. 1999

28. Bank-Verlag, K6ln, Autorisierungszentrale GA/POS der privaten Banken, Spezifikation fiir GA-Betreiber,
Version 3.12, 31. Mai 2000

29. dvg Hannover, Schnittstellenbeschreibung fiir Autorisierungsanfragen bei nationalen GA-Verfiigungen unter
Verwendung der Spur 3, Version 2.5, Stand: 15.03.2000

30. dvg Hannover, Schnittstellenbeschreibung fiir Autorisierungsanfragen bei internationalen Verfiigungen unter
Verwendung der Spur 2, Version 2.6, Stand: 30.03.2000

31. ZKA / Bank-Verlag, Koln,.Schnittstellenspezifikation fiir die ec-Karte mit Chip, Geldkarte Ladeterminals,
Version 3.0, 2. 4. 1998

32. ISO/IEC 9797-1: 1999

33.1S0O 8731-2

34. ZKA / Bank-Verlag, Koln, Schnittstellenspezifikation fiir die ec-Karte mit Chip
PIN-Anderungsfunktion, Version 3.0, 12.05.1999

35. ANSI - X9.143-2022, Retail Financial Services Interoperable Secure Key Block Specification

17



CWA 16926-6:2022 (E)

36. Oliself2 Specifiche Tecniche, PIN Block Detail for WFS PIN FORMAP

37. PCI Security Standards Council PCI PTS approval list
https://www.pcisecuritystandards.org/approved companies providers/approved pin transaction security.php

38. ISO 16609:2004 Financial Services — Requirements for message authentication using symmetric techniques

39. Australian Standard 2805.4 Electronic Funds Transfer — Requirements for Interface Part 4 — Message
Authentication

40. ISO/IEC 10118-3:2004 Information technology — Security techniques — Hash-functions — Part 3: Dedicated
hash-functions

41. FIPS 180-2 Secure Hash Signature Standard

42. ANS X9 TR-34 2019, Interoperable Method for Distribution of Symmetric Keys using Asymmetric
Techniques: Part 1 — Using Factoring-Based Public Key Cryptography Unilateral Key Transport

43. Password industry standard of the People's Republic of China GM/T 0002-2012, GM/T 0003.1-2012, GM/T
0003.2-2012, GM/T 0003.3-2012, GM/T 0003.4-2012, GM/T 0003.5-2012, GM/T 0004-2012.

44. Financial industry standard of the People’s Republic of China PBOC3.0 JR/T 0025.17-2013.

45. ANSI X9.24-1:2009, Retail Financial Services Symmetric Key Management Part 1: Using Symmetric
Techniques

46. ISO/IEC 18033-3:2010 Information technology -- Security techniques -- Encryption algorithms -- Part 3: Block
ciphers

47. FIPS PUB 197: Advanced Encryption Standard (AES)
48. ISO/IEC 9564-1:2017 Financial services — Personal Identification Number (PIN) management and security —
Part 1: Basic principles and requirements for PINs in card-based systems

49. NIST Special Publication 800-38 A: Recommendation for Block Cipher Modes of Operation

50. NIST Special Publication 800-38E: Recommendation for Block Cipher Modes of Operation: the XTS-AES
Mode for Confidentiality on Storage Devices

51. Deutsche Kreditwirtschaft AES specification published by: The German Banking Industry Committee (GBIC) :
Contact: info@die-dk.de

18



4. Info Commands

CWA 16926-6:2022 (E)

4.1 WFS_INF_PIN_STATUS

Description This command returns several kinds of status information.

Input Param  None.

Output Param LPWFSPINSTATUS IpStatus;

typedef struct wfs pin status
{

WORD fwDevice;
WORD fwEncStat;
LPSTR lpszExtra;
DWORD dwGuidLights [WFS PIN GUIDLIGHTS SIZE];
WORD fwAutoBeepMode;
DWORD dwCertificateState;
WORD wDevicePosition;
USHORT usPowerSaveRecoveryTime;
WORD wAntiFraudModule;
LPDWORD lpdwPasswordState;
} WFSPINSTATUS, *LPWFSPINSTATUS;
fwDevice
Specifies the state of the PIN pad device as one of the following flags:
Value Meaning
WFS PIN DEVONLINE The device is online (i.e. powered on and
operable).

WEFS_PIN DEVOFFLINE
WFS PIN DEVPOWEROFF

WFS PIN DEVNODEVICE

WFS_PIN DEVHWERROR

WEFS PIN DEVUSERERROR
WEFS PIN DEVBUSY

WEFS_PIN DEVFRAUDATTEMPT

WEFS_PIN DEVPOTENTIALFRAUD

fwEncStat

The device is offline (e.g. the operator has
taken the device offline by turning a switch).
The device is powered off or physically not
connected.

There is no device intended to be there; e.g.
this type of self service machine does not
contain such a device or it is internally not
configured.

The device is inoperable due to a hardware
error.

The device is present but a person is
preventing proper device operation.

The device is busy and unable to process an
execute command at this time.

The device is present but is inoperable
because it has detected a fraud attempt.
The device has detected a potential fraud
attempt and is capable of remaining in
service. In this case the application should
make the decision as to whether to take the
device offline.

Specifies the state of the encryption module as one of the following flags:

Value

Meaning

WEFS_PIN ENCREADY

WFS_PIN ENCNOTREADY

WFS _PIN_ENCNOTINITIALIZED

The encryption module is initialized and
ready (at least one key is imported into the
encryption module).

The encryption module is not available or
not ready due to hardware error or
communication error.

The encryption module is not initialized (no
master key loaded).
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WEFS PIN ENCBUSY The encryption module is busy (implies that
the device is busy).

WFS _PIN_ENCUNDEFINED The encryption module state is undefined.

WEFS PIN _ENCINITIALIZED The encryption module is initialized and

master key (where required) and any other
initial keys are loaded; ready to import other
keys.

IpszExtra

Specifies a list of vendor-specific, or any other extended, information. The information is returned
as a series of “key=value” strings so that it is easily extendable by Service Providers. Each string
will be null-terminated, the whole list terminated with an additional null character. An empty list
may be indicated by either a NULL pointer or a pointer to two consecutive null characters.

A number of IpszExtra key value pairs have been standardized during previous releases of the PIN
specification. These values have now been added to the main status structure but the standardized
key value pairs in /pszExtra must still be supported by the Service Provider when the functionality
is supported. Section 10 defines the standardized /pszExtra key value pairs.

dwGuidLights [...]

Specifies the state of the guidance light indicators. A number of guidance light types are defined
below. Vendor specific guidance lights are defined starting from the end of the array. The
maximum guidance light index is WFS_PIN GUIDLIGHTS MAX.

Specifies the state of the guidance light indicator as
WEFS PIN GUIDANCE NOT AVAILABLE, WFS PIN GUIDANCE OFF or a combination
of the following flags consisting of one type B, optionally one type C and optionally one type D.

Value Meaning Type
WEFS _PIN GUIDANCE NOT_AVAILABLE The status is not available. A
WEFS _PIN GUIDANCE_OFF The light is turned off. A
WEFS _PIN GUIDANCE SLOW_FLASH The light is blinking slowly. B
WFS_PIN GUIDANCE MEDIUM FLASH  The light is blinking medium B
frequency.
WEFS PIN GUIDANCE QUICK FLASH The light is blinking quickly. B
WFS PIN GUIDANCE _CONTINUOUS The light is turned on continuous B
(steady).
WFS_PIN_GUIDANCE_RED The light is red. C
WEFS PIN GUIDANCE GREEN The light is green. C
WFS_PIN_GUIDANCE_YELLOW The light is yellow. C
WFS_PIN_GUIDANCE_BLUE The light is blue. C
WFS PIN GUIDANCE CYAN The light is cyan. C
WFS PIN GUIDANCE MAGENTA The light is magenta. C
WFS PIN GUIDANCE WHITE The light is white. C
WEFS PIN _GUIDANCE ENTRY The light is in the entry state. D
WEFS PIN_GUIDANCE EXIT The light is in the exit state. D

dwGuidLights [WFS_PIN GUIDANCE PINPAD]
Specifies the state of the guidance light indicator on the PIN pad unit.

JfwAutoBeepMode

Specifies whether automatic beep tone on key press is active or not. Active and in-active key
beeping is reported independently. fwAutoBeepMode can take a combination of the following
values, if the flag is not set auto beeping is not activated (or not supported) for that key type (i.e.
active or in-active keys):

Value Meaning

WFS PIN BEEP ON_ACTIVE An automatic tone will be generated for all
active keys.

WEFS PIN BEEP ON_INACTIVE An automatic tone will be generated for all

in-active keys.

dwCertificateState
Specifies the state of the public verification or encryption key in the PIN certificate modules as
one of the following flags:
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Value Meaning

WEFS PIN CERT UNKNOWN The state of the certificate module is unknown
or the device does not have this capability.

WEFS PIN CERT PRIMARY All pre-loaded certificates have been loaded

and that primary verification certificates will be
accepted for the commands
WFS CMD_PIN LOAD CERTIFICATE or
WFS CMD_PIN REPLACE_CERTIFICATE.
WEFS PIN CERT SECONDARY Primary verification certificates will not be
accepted and only secondary verification
certificates will be accepted. If primary
certificates have been compromised (which the
certificate authority or the host detects), then
secondary certificates should be used in any
transaction. This is done by calling the
WFS CMD PIN LOAD CERTIFICATE
command or the
WFS CMD_PIN REPLACE CERTIFICATE.

WFS PIN CERT NOTREADY The certificate module is not ready. (The
device is powered off or physically not
present).

wDevicePosition

Specifies the device position. The device position value is independent of the fwDevice value, e.g.
when the device position is reported as WES _PIN DEVICENOTINPOSITION, fwDevice can
have any of the values defined above (including WFS_PIN_ DEVONLINE or

WFS PIN DEVOFFLINE). This value is one of the following values:

Value Meaning

WEFS _PIN DEVICEINPOSITION The device is in its normal operating
position, or is fixed in place and cannot be
moved.

WEFS _PIN DEVICENOTINPOSITION The device has been removed from its
normal operating position.

WEFS PIN DEVICEPOSUNKNOWN Due to a hardware error or other condition,
the position of the device cannot be
determined.

WFS PIN DEVICEPOSNOTSUPP The physical device does not have the

capability of detecting the position.

usPowerSaveRecoveryTime

Specifies the actual number of seconds required by the device to resume its normal operational
state from the current power saving mode. This value is zero if either the power saving mode has
not been activated or no power save control is supported.

wAntiFraudModule
Specifies the state of the anti-fraud module as one of the following values:

Value Meaning

WEFS PIN AFMNOTSUPP No anti-fraud module is available.

WEFS PIN_AFMOK Anti-fraud module is in a good state and no
foreign device is detected.

WFS PIN_AFMINOP Anti-fraud module is inoperable.

WFS PIN AFMDEVICEDETECTED Anti-fraud module detected the presence of a
foreign device.

WFS PIN. AFMUNKNOWN The state of the anti-fraud module cannot be
determined.

IpdwPasswordState

Pointer to a zero-terminated list of DWORDs specifying the status of the passwords that are
supported by the device. The index of each password corresponds to the index of the
IppPasswords parameter defined in the capabilities. If password status reporting is not supported,
then this parameter will be NULL. The possible values for each index are:
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Error Codes

Comments

22

Value Meaning

WEFS PIN PWSTATUS LOADED The password is loaded.

WEFS PIN PWSTATUS UNLOADED The password is unloaded.

WEFS PIN PWSTATUS EXPIRED The password has expired.

WEFS PIN PWSTATUS UNKNOWN The password status cannot be
determined.

Only the generic error codes defined in [Ref. 1] can be generated by this command.

Applications which require or expect specific information to be present in the [pszExtra parameter
may not be device or vendor-independent.

In the case where communications with the device have been lost, the fiwDevice field will report
WFS PIN DEVPOWEROFF when the device has been removed or WFS PIN. DEVHWERROR
if the communications are unexpectedly lost. All other fields should contain a value based on the
following rules and priority:

1. Report the value as unknown.
2. Report the value as a general h/w error.

3. Report the value as the last known value.
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4.2 WFS_INF_PIN_CAPABILITIES

Description This command is used to retrieve the capabilities of the PIN pad.
Input Param  None.

Output Param LPWFSPINCAPS IpCaps;

typedef struct wfs pin caps
{

WORD wClass;
WORD fwType;
BOOL bCompound;
USHORT usKeyNum;
WORD fwAlgorithms;
WORD fwPinFormats;
WORD fwDerivationAlgorithms;
WORD fwPresentationAlgorithms;
WORD fwDisplay;
BOOL bIDConnect;
WORD fwIDKey;
WORD fwValidationAlgorithms;
WORD fwKeyCheckModes;
LPSTR lpszExtra;
DWORD dwGuidLights [WFS PIN GUIDLIGHTS SIZE];
BOOL bPINCanPersistAfterUse;
WORD fwAutoBeep;
LPSTR lpsHSMVendor;
BOOL bHSMJournaling;
DWORD dwRSAAuthenticationScheme;
DWORD dwRSASignatureAlgorithm;
DWORD dwRSACryptAlgorithm;
DWORD dwRSAKeyCheckMode;
DWORD dwSignatureScheme;
LPWORD lpwEMVImportSchemes;
WORD fwEMVHashAlgorithm;
BOOL bKeyImportThroughParts;
WORD fwENCIOProtocols;
BOOL bTypeCombined;
BOOL bSetPinblockDataRequired;
WORD fwKeyBlockImportFormats;
BOOL bPowerSaveControl;
BOOL bAntiFraudModule;
WORD wDESKeyLength;
WORD wCertificateTypes;
LPWESPINSIGNERCAP *lppLoadCertOptions;
DWORD dwCRKLLoadOptions;
LPWESPINETSCAPS 1pETSCaps;
LPDWORD lpdwSynchronizableCommands;
LPWESPINRESTKEYENCKEY *1lppRestrictedKeyEncKeySupport;
DWORD dwSymmetricKeyManagementMethods;
LPWFSPINATTRIBUTES *1ppCryptAttributes;
LPWESPINATTRIBUTES *1ppPINBlockAttributes;
LPWESPINATTRIBUTES *lppKeyAttributes;
LPWFSPINATTRIBUTES *1ppDecryptAttributes;
LPWFSPINATTRIBUTES *1lppVerifyAttributes;
LPWESPINPASSWORD *lppPasswords;
} WESPINCAPS, *LPWEFSPINCAPS;
wClass
Specifies the logical service class as WFS_SERVICE CLASS PIN.
JwIype

Specifies the type of the PIN pad security module as a combination of the following flags. PIN
entry is only possible when at least WFS _PIN_ TYPEEPP and WFS_PIN TYPEEDM, or

WFS PIN TYPEETS and WFS PIN TYPEEDM are set. In order to use the ZKA-Electronic
purse, WFS PIN TYPEEDM, WFS PIN TYPEHSM and one data entry device

(WFS_PIN TYPEEPP or WFS_PIN TYPEETS) flags must be set.
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Value

Meaning

WFS_PIN_TYPEEPP

WFS_PIN_TYPEEDM
WFS_PIN_TYPEHSM

WFS_PIN_TYPEETS

Electronic PIN pad (keyboard data entry
device).

Encryption/decryption module.

Hardware security module (electronic PIN
pad and encryption module within the same
physical unit).

Encrypting Touch Screen (touch screen data
entry device).

bCompound
Specifies whether the logical device is part of a compound physical device.
usKeyNum
Number of the keys which can be stored in the encryption/decryption module.
fwAlgorithms
Supported encryption modes; a combination of the following flags:
Value Meaning
WEFS PIN CRYPTDESECB Electronic Code Book.
WEFS PIN CRYPTDESCBC Cipher Block Chaining.
WEFS PIN CRYPTDESCFB Cipher Feed Back.
WEFS PIN CRYPTRSA RSA Encryption.
WEFS PIN CRYPTECMA ECMA Encryption.

WFS_PIN CRYPTDESMAC
WEFS PIN CRYPTTRIDESECB
WEFS PIN CRYPTTRIDESCBC
WES PIN CRYPTTRIDESCFB
WEFS PIN CRYPTTRIDESMAC

WEFS_PIN CRYPTMAAMAC

WEFS PIN CRYPTTRIDESMAC2805

WEFS PIN CRYPTSM4

WEFS_PIN CRYPTSM4MAC

fwPinFormats

MAC calculation using CBC.

Triple DES with Electronic Code Book.
Triple DES with Cipher Block Chaining.
Triple DES with Cipher Feed Back.

Last Block Triple DES MAC as defined in
ISO/TEC 9797-1:1999 [Ref. 32], using: block
length n=64, Padding Method 1 (when
bPadding=0), MAC Algorithm 3, MAC
length m where 32<=m<=64.

MAC calculation using the Message
authenticator algorithm as defined in ISO
8731-2 [Ref. 33].

Triple DES MAC calculation as defined in
ISO 16609:2004 [Ref. 38] and Australian
Standard 2805.4 [Ref. 39].

SM4 block cipher algorithm as defined in
Password industry standard of the People's
Republic of China GM/T 0002-2012 [Ref.
43].

MAC calculation using the Message
authenticator algorithm as defined in as
defined in Password industry standard of the
People's Republic of China GM/T 0002-
2012 [Ref. 43] and in PBOC3.0 JR/T
0025.17-2013 [Ref. 44].

Supported PIN formats; a combination of the following flags:

Value

Meaning

WEFS_PIN FORM3624

WFS_PIN_FORMANSI
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PIN left justified, filled with padding
characters, PIN length 4-16 digits. The
padding character is a hexadecimal digit in
the range 0x00 to OxOF.

PIN is preceded by 0x00 and the length of
the PIN (0x04 to 0x0C), filled with padding
character OxOF to the right, PIN length 4-12
digits, XORed with PAN (Primary Account
Number, minimum 12 digits without check
number).



WFS_PIN_FORMISO0

WEFS _PIN FORMISO1

WEFS_PIN_FORMECI2

WEFS_PIN_FORMECI3

WEFS_PIN_FORMVISA

WEFS_PIN FORMDIEBOLD

WEFS_PIN FORMDIEBOLDCO

WFS_PIN_FORMVISA3

WFS PIN FORMBANKSYS

WFS_PIN FORMEMV

WFS_PIN_FORMISO3

WEFS _PIN FORMAP

WEFS_PIN _FORMISO4

JfwDerivationAlgorithms
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PIN is preceded by 0x00 and the length of
the PIN (0x04 to 0x0C), filled with padding
character OxOF to the right, PIN length 4-12
digits, XORed with PAN (Primary Account
Number without check number, no minimum
length specified, missing digits are filled
with 0x00).

PIN is preceded by 0x01 and the length of
the PIN (0x04 to 0x0C), padding characters
are taken from a transaction field (10 digits).
(similar to WFS_PIN__FORM3624), PIN
only 4 digits.

PIN is preceded by the length (digit), PIN
length 4-6 digits, the padding character can
range from 0x0 through OxF.

PIN is preceded by the length (digit), PIN
length 4-6 digits. If the PIN length is less
than six digits the PIN is filled with 0x0 to
the length of six, the padding character can
range from 0x0 through 0x9 (This format is
also referred to as VISA2).

PIN is padded with the padding character
and may be not encrypted, single encrypted
or double encrypted.

PIN with the length of 4 to 12 digits, each
one with a value of 0x0 to 0x9, is preceded
by the one-digit coordination number with a
value from 0x0 to OxF, padded with the
padding character with a value from 0x0 to
0xF and may be not encrypted, single
encrypted or double encrypted.

PIN with the length of 4 to 12 digits, each
one with a value of 0x0 to 0x9, is followed
by a delimiter with the value of 0xF and then
padded by the padding character with a value
between 0x0 to OxF.

PIN is encrypted and formatted according to
the Banksys PIN block specifications.

The PIN block is constructed as follows: PIN
is preceded by 0x02 and the length of the
PIN (0x04 to 0x0C), filled with padding
character OxOF to the right, formatted up to
248 bytes of other data as defined within the
EMV 4.0 specifications and finally
encrypted with an RSA key.

PIN is preceded by 0x03 and the length of
the PIN (0x04 to 0x0C), padding characters
sequentially or randomly chosen, XORed
with digits from PAN.

PIN is formatted according to the Italian
Bancomat specifications (see [Ref. 36]). It is
known as the Authentication Parameter PIN
block and is created with a 5 digit PIN, an 18
digit PAN, and the 8 digit CCS from the
track data.

PIN is formatted according to ISO 9564-1
(see [Ref. 22], [Ref. 48]): 2017 Format-4
(uses AES Encryption).

Supported derivation algorithms; a combination of the following flags:
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Value Meaning

WEFS PIN CHIP ZKA Algorithm for the derivation of a chip card
individual key as described by the German
ZKA.

fwPresentationAlgorithms
Supported presentation algorithms; a combination of the following flags:

Value Meaning

WEFS PIN PRESENT CLEAR Algorithm for the presentation of a clear text
PIN to a chipcard. Each digit of the clear text
PIN is inserted as one nibble (=halfbyte) into
IpbChipData. See
WFS _CMD_PIN PRESENT IDC for a
detailed description.

fwDisplay
Specifies the type of the display used in the PIN pad module as one of the following flags:
Value Meaning
WEFS_PIN DISPNONE No display unit.
WFS PIN DISPLEDTHROUGH Lights next to text guide user.
WEFS_PIN DISPDISPLAY A real display is available (this doesn’t apply

for self-service).

bIDConnect

Specifies whether the PIN pad is directly physically connected to the ID card unit. If the value is
TRUE, the PIN will be transported securely during the command

WEFS CMD_PIN PRESENT IDC.

JwIDKey

Specifies if key owner identification (in commands referenced as Ipx/dent), which authorizes
access to the encryption module, is required. A zero value is returned if the encryption module
does not support this capability. Otherwise it will be a combination of the following flags:

Value Meaning

WFS PIN IDKEYINITIALIZATION ID key is returned by the
WFS CMD_PIN INITIALIZATION
command.

WFS PIN IDKEYIMPORT ID key is required as input for the

WFS_CMD_PIN_IMPORT KEY and
WFS_CMD_PIN_DERIVE_KEY command.

fwValidationAlgorithms
Specifies the algorithms for PIN validation supported by the service; combination of the following
flags:

Value Meaning

WEFS PIN DES DES algorithm.

WFS_PIN_EUROCHEQUE EUROCHEQUE algorithm.

WFS PIN VISA VISA algorithm.

WEFS_PIN _DES OFFSET DES offset generation algorithm.

WFS PIN BANKSYS Banksys algorithm.
fwKeyCheckModes

Specifies the key check modes that are supported to check the correctness of an imported key
value. The encryption algorithm used (i.e. DES, 3DES, AES, SM4) is determined by the type of
key being checked. If the key size is larger than the algorithm block size, then only the first block
will be used. It can be a combination of the following flags:

Value Meaning

WEFS PIN KCVSELF The key check value (KCV) is created by an
encryption of the key with itself.

WEFS PIN KCVZERO The key check value (KCV) is created by

encrypting a zero value with the key.
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IpszExtra

Points to a list of vendor-specific, or any other extended, information. The information is returned
as a series of “key=value” strings so that it is easily extendable by Service Providers. Each string
is null-terminated, the whole list terminated with an additional null character. An empty list may
be indicated by either a NULL pointer or a pointer to two consecutive null characters.

A number of IpszExtra key value pairs have been standardized during previous releases of the PIN
specification. These values have now been added to the main capabilities structure but the
standardized key value pairs in /pszExtra must still be supported by the Service Provider when the
functionality is supported. Section 10 defines the standardized IpszExtra key value pairs.

dwGuidLights [...]

Specifies which guidance lights are available. A number of guidance light types are defined
below. Vendor specific guidance lights are defined starting from the end of the array. The
maximum guidance light index is WFS_PIN GUIDLIGHTS MAX.

In addition to supporting specific flash rates and colors, some guidance lights also have the
capability to show directional movement representing “entry” and “exit”. The “entry” state gives
the impression of leading a user to place a card into the device. The “exit” state gives the
impression of ejection from a device to a user and would be used for retrieving a card from the
device.

The elements of this array are specified as a combination of the following flags and indicate all of
the possible flash rates (type B), colors (type C) and directions (type D) that the guidance light
indicator is capable of handling. If the guidance light indicator does not support direction then no
value of type D is returned. A value of WFS_PIN_ _GUIDANCE NOT AVAILABLE indicates
that the device has no guidance light indicator or the device controls the light directly with no
application control possible.

Value Meaning Type

WEFS _PIN GUIDANCE NOT_AVAILABLE There is no guidance light control A
available at this position.

WEFS PIN GUIDANCE_OFF The light can be off. B
WEFS _PIN GUIDANCE SLOW_FLASH The light can blink slowly. B
WFS_PIN_GUIDANCE MEDIUM FLASH  The light can blink medium B
frequency.
WEFS _PIN GUIDANCE QUICK FLASH The light can blink quickly. B
WEFS_PIN_GUIDANCE CONTINUOUS The light can be continuous B
(steady).
WFS PIN GUIDANCE RED The light can be red. C
WEFS PIN GUIDANCE GREEN The light can be green. C
WEFS PIN GUIDANCE_YELLOW The light can be yellow. C
WEFS PIN GUIDANCE BLUE The light can be blue. C
WEFS PIN GUIDANCE CYAN The light can be cyan. C
WEFS PIN GUIDANCE MAGENTA The light can be magenta. C
WFS_PIN_GUIDANCE_WHITE The light can be white. C
WFS PIN GUIDANCE ENTRY The light can be in the entry state. D
WFS PIN GUIDANCE EXIT The light can be in the exit state. D
dwGuidLights [WFS_PIN GUIDANCE PINPAD]
Specifies whether the guidance light indicator on the PIN pad unit is available.
bPINCanPersistAfterUse
Specifies whether the device can retain the PIN after a PIN processing command, e.g.
WFS_CMD _PIN_GET_PINBLOCK, WFS_CMD_PIN LOCAL DES,
WFS CMD PIN PRESENT IDC, etc.:
Value Meaning
TRUE Applications may request, through the

WEFS_CMD_PIN MAINTAIN_PIN
command, that the PIN continues to be held
within the device after use by a PIN
processing command.
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FALSE The PIN will always be cleared by the
device after processing. The
WFS _CMD_PIN_ MAINTAIN_PIN is not
supported.

JwAutoBeep
Specifies whether the PIN device will emit a key beep tone on key presses (of active keys or in-
active keys), and if so, which mode it supports. Specified as a combination of the following flags:

Value Meaning

WEFS _PIN BEEP ACTIVE AVAILABLE Automatic beep tone on active key key-press
is supported. If this flag is not set then
automatic beeping for active keys is not
supported.

WFS PIN BEEP ACTIVE SELECTABLE  Automatic beeping for active keys can be
controlled (i.e. turned on and off) by the
application. If this flag is not set then
automatic beeping for active keys cannot be
controlled by an application.

WFS PIN BEEP INACTIVE AVAILABLE Automatic beep tone on in-active key key-
press is supported. If this flag is not set then
automatic beeping for in-active keys is not
supported.

WFS PIN BEEP INACTIVE SELECTABLE Automatic beeping for in-active keys can be
controlled (i.e. turned on and off) by the
application. If this flag is not set then
automatic beeping for in-active keys cannot
be controlled by an application.

IpsHSMVendor
Identifies the HSM Vendor. IpsHSMVendor is NULL when the HSM Vendor is unknown or the
HSM is not supported.

The following is a list of known vendors’ strings that [psHSMVendor can contain for the support
of German HSMs:

“KRONE”
“ASCOM”
“IBM”
“NCR”

bHSMJournaling

Specifies whether the HSM supports journaling by the WFS CMD_ PIN GET JOURNAL
command. The value of this parameter is either TRUE or FALSE. TRUE means the HSM
supports journaling by WFS_ CMD GET JOURNAL.

dwRSAAuthenticationScheme
Specifies which type(s) of Remote Key Loading/Authentication is supported as a combination of
the following flags:

Value Meaning

WEFS PIN RSA AUTH 2PARTY_SIG Two-party Signature based authentication.
WFS PIN RSA AUTH 3PARTY_CERT Three-party Certificate based authentication.
WFS PIN RSA AUTH 3PARTY CERT TR34
Three-party Certificate based authentication
described by X9 TR34-2012 [Ref. 42].

dwRSASignatureAlgorithm
Specifies which type(s) of RSA Signature Algorithm(s) is supported as a combination of the
following flags:

Value

Meaning

WFS_PIN_SIGN_RSASSA PKCSI V1 5
WFS_PIN_SIGN_RSASSA_PSS

SSA PKCS V1 _5 Signatures supported.
SSA_PSS Signatures supported.
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dwRSACryptAlgorithm
Specifies which type(s) of RSA Encipherment Algorithm(s) is supported as a combination of the
following flags:

Value Meaning

WEFS PIN CRYPT RSAES PKCS1 V1 5 AES PKCS V1 5 algorithm supported.

WEFS PIN CRYPT RSAES OAEP AES OAEP algorithm supported.
dwRSAKeyCheckMode

Specifies which algorithm/method used to generate the public key check value/thumb print as a
combination of the following flags:

Value Meaning
WFS PIN RSA KCV _SHAI1 SHA-1 is supported as defined in [Ref. 3].
WFS PIN RSA KCV_SHA256 SHA-256 is supported as defined in ISO/IEC
10118-3:2004 [Ref. 40] and FIPS 180-2
[Ref. 41].
dwSignatureScheme

Specifies which capabilities are supported by the Signature scheme as a combination of the
following flags:

Value Meaning

WFS PIN SIG GEN RSA KEY PAIR Specifies if the Service Provider supports the
RSA Signature Scheme
WEFS_CMD_PIN _GENERATE RSA KEY
_PAIR and
WFS CMD_PIN EXPORT RSA EPP SIG
NED commands.

WFS PIN SIG RANDOM NUMBER Specifies if the Service Provider returns a
random number from the
WFS_CMD_PIN_START KEY_ EXCHAN
GE command within the RSA Signature
Scheme.

WFS PIN SIG EXPORT EPP_ID Specifies if the Service Provider supports
exporting the EPP Security Item within the
RSA Signature Scheme.

WEFS PIN SIG ENHANCED RKL Specifies that the Service Provider supports
the Enhanced Signature Remote Key
Scheme. This scheme allows the customer to
manage their own public keys independently
of the Signature Issuer. When this mode is
supported then the key loaded signed with
the Signature Issuer key is the host root
public key PKroor, rather than PKnosr. See
Section 8.1 for a full description.

IpwEMVImportSchemes

Identifies the supported EMV Import Scheme(s) as a zero terminated array of modes.
IpwEMVImportSchemes is set to NULL if the Import Scheme(s) are unknown or not supported.
Otherwise IpwEMVImportSchemes lists all Import Scheme(s) supported by the PIN Service
Provider from the following possible values:

Value Meaning

WFS PIN EMV _IMPORT PLAIN CA A plain text CA public key is imported with
no verification.

WFS PIN EMV_IMPORT CHKSUM CA A plain text CA public key is imported using
the EMV 2000 verification algorithm. See
[Ref. 4].

WEFS _PIN EMV_IMPORT EPI CA A CA public key is imported using the self-
sign scheme defined in the Europay
International, EPI CA Module Technical -
Interface specification Version 1.4, [Ref. 5].

WFS PIN_ EMV_IMPORT ISSUER An Issuer public key is imported as defined
in EMV 2000 Book II, [Ref. 4].
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WFS_PIN_EMV_IMPORT _ICC
WFS_PIN_EMV_IMPORT ICC_PIN

WFS_PIN_EMV_IMPORT PKCSV1 5 CA

JwEMVHashAlgorithm

An ICC public key is imported as defined in
EMYV 2000 Book II, [Ref. 4].

An ICC PIN public key is imported as
defined in EMV 2000 Book II, [Ref. 4].

A CA public key is imported and verified
using a signature generated with a private
key for which the public key is already
loaded.

Specifies which hash algorithm is supported for the calculation of the HASH as a combination of

the following flags:
Value

Meaning

WEFS PIN HASH SHA1 DIGEST

WFS_PIN_HASH_SHA256 DIGEST

bKeyImportThroughParts

The SHA 1 digest algorithm is supported by
the WFS_CMD PIN DIGEST command.
The SHA 256 digest algorithm, as defined in
ISO/IEC 10118-3:2004 [Ref. 40] and FIPS
180-2 [Ref. 41], is supported by the

WFS CMD PIN DIGEST command.

Specifies whether the device is capable of importing keys in multiple parts. TRUE means the

device supports the key import in multiple parts.
JWENCIOProtocols

Specifies the ENC 10 protocols supported to communicate with the encryption module as a

combination of the following flags:

Value

Meaning

WFS_PIN_ENC_PROT CH

WEFS _PIN ENC PROT GIECB

WFS_PIN_ENC_PROT LUX

WFS_PIN_ENC_PROT CHN

bTypeCombined

For Swiss specific protocols. The document
specification for Swiss specific protocols is
"CMD_ENC IO - CH Protocol.doc". This
document is available at the following
address:

EUROPAY (Switzerland) SA

Terminal Management

Hertistrasse 27

CH-8304 Wallisellen

Protocol for “Groupement des Cartes
Bancaires” (France).

Protocol for Luxemburg commands. The
reference for this specific protocol is the
Authorization Center in Luxemburg
(CETREL.)

Cryptography Management

Postal address:

CETREL Société Coopérative

Centre de Transferts Electroniques

L-2956 Luxembourg

Protocol for China commands. The reference
for this specific protocol are the Financial
industry standard of the People’s Republic of
China PBOC3.0 JR/T 0025 [Ref. 44] and the
Password industry standard of the People's
Republic of China GM/T 0003, GM/T 004
[Ref. 43].

Specifies whether the keypad used in the secure PIN pad module is integrated within a generic

Win32 keyboard.
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TRUE means the secure PIN keypad is integrated within a generic Win32 keyboard and standard
Win32 key events will be generated for any key when there is no ‘active’ GET_DATA or
GET_PIN command. Note that XFS continues to support defined PIN keys only, and is not

extended to support new alphanumeric keys.

This feature assists in developing generic browser based applications which need to access both

PIN and generic keyboards.

e  When an application wishes to receive XFS-based key information then it can use the
WFS CMD PIN GET DATA and WFS_CMD PIN GET PIN commands.

e No Win32 keystrokes are generated for any key (active or not) in a combined device
when WFS CMD PIN GET DATA or WFS CMD_ PIN GET PIN are ‘active’.

e Whenno WFS CMD_PIN GET DATA or WFS_ CMD_PIN GET PIN command is
‘active’ then any key press will result in a Win32 key event. These events can be ignored

by the application, if required.

Note that this does not compromise secure PIN entry — there will be no Win32 keyboard events

during PIN collection.

On terminals and kiosks with separate PIN and Win32 keyboards, the Win32 keyboard behaves
purely as a PC keyboard and the PIN device behaves only as an XFS device.

bSetPinblockDataRequired

Specifies whether the command WFS CMD PIN SET PINBLOCK DATA must be called
before the PIN is entered via WFS_CMD_PIN GET PIN and retrieved via

WFS CMD_PIN GET PINBLOCK.
fwKeyBlockImportFormats

Supported key block formats; a combination of the following flags:

Value

Meaning

WFS_PIN_ANSTR31KEYBLOCK
WFS_PIN_ANSTR31KEYBLOCKB
WFS PIN_ANSTR31KEYBLOCKC

WEFS _PIN ANSTR31KEYBLOCKD

bPowerSaveControl

Supports X9.143 version ID A of the key
block.
Supports X9.143 version ID B of the key
block.
Supports X9.143 version ID C of the key
block.
Supports X9.143 version ID D of the key
block.

Specifies whether power saving control is available. This can either be TRUE if available or

FALSE if not available.
bAntiFraudModule

Specifies whether the anti-fraud module is available. This can either be TRUE if available or

FALSE if not available.
wDESKeyLength

Specifies which length(s) of DES keys are supported as a combination of the following flags:

Value

Meaning

WFS_PIN_KEYSINGLE
WFS_PIN_KEYDOUBLE

WEFS _PIN KEYTRIPLE

wCertificateTypes

8 byte (single-length) DES keys are
supported.

16 byte (double-length) DES keys are
supported.

24 byte (triple-length) DES keys are
supported.

Specifies supported certificate types as a combination of the following flags:

Value

Meaning

WEFS_PIN PUBLICENCKEY

WEFS_PIN PUBLICVERIFICATIONKEY

Supports the EPP public encryption
certificate.
Supports the EPP public verification
certificate.
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WEFS PIN PUBLICHOSTKEY Supports the Host public certificate.

IppLoadCertOptions
A NULL-terminated array of pointers to WFSPINSIGNERCAP structures specifying the options
supported by the WFS_CMD_PIN LOAD_ CERTIFICATE EX command.

typedef struct wfs pin signer cap
{
DWORD dwSigner;
DWORD dwOption;
} WESPINSIGNERCAP, *LPWEFSPINSIGNERCAP;

There is one structure for each signer that is supported by the Service Provider. In each structure,
there will be a dwSigner parameter with one bit set to indicate which signer the structure is
referencing, and there will be a dwOption parameter with one or more bits set to indicate all of the
options that the Service Provider supports with the signer specified by dwSigner.

dwSigner
Specifies the signers supported by the WFS CMD PIN LOAD CERTIFICATE EX
command as one of the following flags:

Value Meaning

WFS_PIN SIGNER _CERTHOST The current Host RSA Private Key is
used to sign the token.

WFS PIN_SIGNER_SIGHOST The current Host RSA Private Key is
used to sign the token, signature format is
used.

WEFS PIN SIGNER CA The Certificate Authority RSA Private
Key is used to sign the token.

WEFS _PIN SIGNER HL A Higher-Level Authority RSA Private
Key is used to sign the token.

WEFS _PIN SIGNER TR34 This value can only be specified in

combination with the
WFS_PIN_SIGNER_CERTHOST,
WFS_PIN SIGNER_CA or

WFS_PIN SIGNER_HL flags. It
indicates that the values combined with it
are compliant with X9 TR34-2012 [Ref.
42].

dwOption
Specifies the load options supported by the WFS CMD PIN LOAD_CERTIFICATE EX
command as a combination of the following flags:

Value Meaning

WFS PIN LOAD NEWHOST Load a new Host certificate, where one
has not already been loaded.

WEFS PIN LOAD REPLACEHOST Replace (or rebind) the EPP to a new

Host certificate, where the new Host
certificate is signed by dwSigner.

dwCRKLLoadOptions
Supported options to load the Key Transport Key using the Certificate Remote Key Loading
protocol; a combination of the following flags:

Value Meaning

WEFS_PIN CRKLLOAD NORANDOM Import a Key Transport Key without
generating and using a random number.

WFS PIN CRKLLOAD NORANDOM CRL Import a Key Transport Key with a
Certificate Revocation List appended to the
input message. A random number is not
generated nor used.

WEFS PIN CRKLLOAD RANDOM Import a Key Transport Key by generating
and using a random number.
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WEFS PIN CRKLLOAD RANDOM_CRL Import a Key Transport Key with a
Certificate Revocation List appended to the
input parameter. A random number is
generated and used.

IpETSCaps
Specifies the capabilities of the ETS device. This value is NULL if the fwType does not contain
WFS_PIN_TYPEETS.

typedef struct wfs pin ets location cap

{

LONG 1XPos;

LONG 1YPos;

USHORT usXSize;

USHORT usY¥Size;

WORD wMaximumTouchFrames;
WORD wMaximumTouchKeys;
WORD wFloatFlags;

} WESPINETSCAPS, *LPWESPINETSCAPS;

[Xpos

Specifies the position of the left edge of the ETS in Windows virtual screen coordinates. This
value may be negative because the of the monitor position on the virtual desktop — see section
2.1.

[YPos

Specifies the position of the top edge of the ETS in Windows virtual screen coordinates. This
value may be negative because the of the monitor position on the virtual desktop — see section
2.1.

usXSize
Specifies the width of the ETS in Windows virtual screen coordinates.

usYSize
Specifies the height of the ETS in Windows virtual screen coordinates.

wMaximumTouchFrames
Specifies the maximum number of Touch Frames that the device can support in a touch
keyboard definition.

wMaximumTouchKeys
Specifies the maximum number of Touch Keys that the device can support within any Touch
Frame.

wFloatFlags
Specifies if the device can float the touch keyboards. WFS PIN FLOAT NONE if the PIN

device cannot randomly shift the layout or else a combination of the following flags:

Value Meaning

WEFS _PIN FLOATX Specifies that the PIN device will randomly
shift the layout in a horizontal direction.

WEFS _PIN FLOATY Specifies that the PIN device will randomly

shift the layout in a vertical direction.

IpdwSynchronizableCommands
Pointer to a zero-terminated list of DWORDs which contains the execute command IDs that can
be synchronized. If no execute command can be synchronized then this parameter will be NULL.

IppRestrictedKeyEncKeySupport

A NULL-terminated array of pointers to WFSPINRESTKEYENCKEY structures specifying the
loading methods that support the WFS_PIN USERESTRICTEDKEYENCKEY usage flag and
the allowable usage flag combinations for each of those loading methods..

typedef struct wfs pin rest keyenckey
{
DWORD dwLoadingMethod;
DWORD dwUses;
} WESPINRESTKEYENCKEY, *LPWFSPINRESTKEYENCKEY;
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There is one structure for each loading method that is supported by the Service Provider.
Loading methods that are not supported are not included in the NULL-terminated array of
pointers. If none of the loading methods are supported, then [ppRestrictedKeyEncKeySupport
is NULL. In each structure, there will be a dwLoadingMethod parameter with one bit set to
indicate which loading method the structure is referencing, and a dwUses parameter with one
or more bits set to indicate all of the usage flags that can be combined with the

WFS PIN USERESTRICTEDKEYENCKEY flag that the Service Provider supports with the
loading method specified by dwLoadingMethod.

dwLoadingMethod
Specifies the loading methods supported as one of the following flags:

Value Meaning

WFS PIN RSA AUTH 2PARTY SIG Two-party Signature based.

WFS PIN RSA AUTH 3PARTY CERT Three-party Certificate based.

WEFS PIN RSA AUTH 3PARTY_CERT TR34 Three-party Certificate based.

WEFS PIN RESTRICTED SECUREKEYENTRY Restricted secure key entry.
dwUses

Specifies one or more usage flags that can be used in combination with the
WFS PIN USERESTRICTEDKEYENCKEY usage flag.

Value Meaning

WEFS PIN USECRYPT Key is used for encryption and
decryption.

WFS_PIN_ USEFUNCTION Key is used for PIN block creation.

WFS PIN USEMACING Key is used for MACing.

WFS_PIN USEPINLOCAL Key is used only for local PIN check.

WFS_PIN_USESVENCKEY Key is used as CBC Start Value
encryption key.

WFS PIN USEPINREMOTE Key is used only for PIN block creation.

dwSymmetricKeyManagementMethods
Specifies the symmetric key management modes as combination of the following flags:

Value Meaning

WEFS PIN KM FIXED KEY This method of key management uses fixed
keys for transaction processing.

WFS PIN KM MASTER KEY This method uses a hierarchy of Key

Encrypting Keys and Transaction Keys. The
highest level of Key Encrypting Key is
known as a Master Key. Transaction Keys
are distributed and replaced encrypted under
a Key Encrypting Key.

WFS PIN KM TDES DUKPT This method uses TDES Derived Unique
Key Per Transaction (see [Ref. 45]).

IppCryptAttributes

This will either be NULL, or a NULL-terminated array of pointers to WFSPINATTRIBUTES
structures specifying the combination of attributes supported by the

WEFS CMD_ PIN CRYPT 340 command.

typedef struct wfs pin attributes
{

BYTE bKeyUsage[2];
BYTE bAlgorithm;
BYTE bModeOfUse;
DWORD dwCryptoMethod;

} WESPINATTRIBUTES, *LPWFSPINATTRIBUTES;

There is one structure for each attribute combination that is supported by the Service Provider.
In each structure, each of the four parameters will have only one value set.

bKeyUsage
Specifies the key usages supported by the WFS CMD_ PIN _CRYPT 340 command as one of
the following values:
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Value Meaning

‘DO’ Symmetric data encryption.

‘DI’ Asymmetric data encryption.

‘MO’ ISO 16609 MAC Algorithm 1 (using
TDEA).

‘M1’ ISO 9797-1 MAC Algorithm 1.

‘M2’ ISO 9797-1 MAC Algorithm 2.

‘M3’ ISO 9797-1 MAC Algorithm 3.

‘M4’ ISO 9797-1 MAC Algorithm 4.

‘M5’ ISO 9797-1:1999 MAC Algorithm 5.

‘M6’ ISO 9797-1:2011 MAC Algorithm
5/CMAC.

‘M7’ HMAC.

‘M8’ ISO 9797-1:2011 MAC Algorithm 6.

‘S0’ Asymmetric key pair for digital
signature.

‘Sr’ Asymmetric key pair, CA.

‘S2° Asymmetric key pair, nonX9.24 key.

bAlgorithm

Specifies the encryption algorithms supported by the WFS_CMD_PIN CRYPT 340
command as one of the following values:

Value Meaning

‘A’ AES.

‘D’ DEA.

‘R’ RSA.

‘T Triple DEA (also referred to as TDEA).
bModeOfUse

Specifies the encryption modes supported by the WFS CMD_PIN CRYPT 340 command as
one of the following values:

Value Meaning

‘D’ Decrypt.

‘E’ Encrypt.

‘G’ Generate.

‘S’ Signature.

‘v’ Verify.
dwCryptoMethod

Specifies the cryptographic methods supported by the WFS CMD_ PIN CRYPT 340
command.

For symmetric encryption methods (bKeyUsage is ‘D0’), this can be one of the following
values:

Value Meaning

WEFS _PIN CRYPTOECB The ECB encryption method.

WFS PIN CRYPTOCBC The CBC encryption method.

WEFS _PIN CRYPTOCFB The CFB encryption method.
WFS _PIN CRYPTOOFB The OFB encryption method.
WEFS _PIN CRYPTOCTR The CTR method defined in NIST

SP800-38A (see [Ref. 49]).
WEFS PIN CRYPTOXTS The XTS method defined in NIST

SP800-38E (see [Ref. 50]).

For asymmetric encryption methods (bKeyUsage is ‘D1°), this can be one of the following
values:

Value Meaning
WES PIN CRYPT RSAES PKCS! V1 5 Use the RSAES PKCS1-v1.5 algorithm.
WFS PIN CRYPT RSAES OAEP Use the RSAES OAEP algorithm.

For asymmetric signature verification methods (bKeyUsage is ‘SO’, ‘S1°, or ‘S2’), this can be
one of the following values:
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Value Meaning

WEFS_PIN SIGN_RSASSA PKCS1 V1 5 Use the RSASSA-PKCS1-v1.5
algorithm.

WEFS PIN SIGN RSASSA PSS Use the RSASSA-PSS algorithm.

One or more of the following flags must be specified in combination with one of the signature
verification methods.

Value Meaning
WEFS PIN SIGNHASH SHAI The SHA 1 digest algorithm.
WEFS PIN SIGNHASH SHA256 The SHA 256 digest algorithm, as

defined in ISO/IEC 10118-3:2004 [Ref.
40] and FIPS 180-2 [Ref. 41]

If bKeyUsage is specified as any of the MAC usages (i.e. ‘M 1), then this should be set to 0.

IppPINBlockAttributes

This will either be NULL, or a NULL-terminated array of pointers to WFSPINATTRIBUTES
structures specifying the combination of attributes supported by the

WFS CMD_ PIN GET PINBLOCK 340 command.

typedef struct wfs pin attributes
{

BYTE bKeyUsage[2];
BYTE bAlgorithm;
BYTE bModeOfUse;
DWORD dwCryptoMethod;

} WESPINATTRIBUTES, *LPWFSPINATTRIBUTES;

There is one structure for each attribute combination that is supported by the Service Provider. In
each structure, each of the four parameters will have only one value set in each

bKeyUsage
Specifies the key usages supported by the WFS_ CMD_PIN GET PINBLOCK 340
command as one of the following values:

Value Meaning
‘PO’ PIN Encryption.
bAlgorithm

Specifies the encryption algorithms supported by the
WFS _CMD PIN GET PINBLOCK 340 command as one of the following values:

Value Meaning

‘A’ AES.

‘D’ DEA.

‘R’ RSA.

‘T Triple DEA (also referred to as TDEA).
bModeOfUse

Specifies the encryption modes supported by the WFS CMD PIN GET PINBLOCK 340
command as one of the following values:

Value Meaning
‘E’ Encrypt.
dwCryptoMethod

This parameter specifies the cryptographic method that will be used with the encryption
algorithm specified by bAlgorithm.

If bAlgorithm is “A’, ‘D’, or ‘T, then dwCryptoMethod can be one of the following values:

Value Meaning

WEFS _PIN CRYPTOECB The ECB encryption method.

WFS PIN CRYPTOCBC The CBC encryption method.
WEFS PIN CRYPTOCFB The CFB encryption method.
WFS _PIN CRYPTOOFB The OFB encryption method.
WEFS PIN CRYPTOCTR The CTR method defined in NIST

SP800-38A (see [Ref. 49]).
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The XTS method defined in NIST
SP800-38E (see [Ref. 50]).

If bAlgorithm is ‘R’, then dwCryptoMethod can be one of the following values:

Value

Meaning

WFS_PIN_CRYPT RSAES PKCSI V1 5
WFS_PIN_CRYPT RSAES_OAEP

IppKeyAttributes

Use the RSAES PKCS1-vl1.5 algorithm.
Use the RSAES OAEP algorithm.

This will either be NULL, or a NULL-terminated array of pointers to WFSPINATTRIBUTES
structures specifying the combination of attributes supported by the WFS CMD PIN IMPORT

KEY 340 command for the key to be loaded.
typedef struct wfs pin attributes

{
BYTE

BYTE
BYTE
DWORD

bKeyUsage[2];
bAlgorithm;
bModeOfUse;
dwCryptoMethod;

} WESPINATTRIBUTES, *LPWFSPINATTRIBUTES;

There is one structure for each attribute combination that is supported by the Service Provider. In
each structure, each of the four parameters will have only one value set in each.

bKeyUsage

Specifies the key usages supported by the WFS_ CMD_PIN IMPORT _KEY 340 command

as one of the following values:

Value Meaning

‘B0’ Base Derivation Key (BDK).

‘BI’ Initial DUKPT Key.

‘B2’ Base Key Variant Key (deprecated).

‘Co’ Card Verification Key (CVK).

‘DO’ Symmetric Key for Data Encryption.

‘D1’ Asymmetric Key for Data Encryption.

‘D2’ Data Encryption Key for Decimalization
Table.

‘D3’ Data Encryption Key for Sensitive Data.

‘E0’ EMV/Chip Issuer Master Key:
Application Cryptograms.

‘El’ EMV/Chip Issuer Master Key: Secure
Messaging for Confidentiality.

‘E2’ EMV/Chip Issuer Master Key: Secure
Messaging for Integrity.

‘E3’ EMV/Chip Issuer Master Key: Data
Authentication Code.

‘E4’ EMV/Chip Issuer Master Key: Dynamic.

‘ES’ EMV/Chip Issuer Master Key: Card
Personalization.

‘E6’ EMV/Chip Issuer Master Key: Other.

‘E7’ EMV/Chip Asymmetric Key Pair for
EMV/Smart Card based PIN/PIN Block
Encryption.

‘FO’ EMV/Chip Card Key: Application
Cryptograms.

‘F1° EMV/Chip Card Key: Secure Messaging
for Confidentiality.

‘F2’ EMV/Chip Card Key: Secure Messaging
for Integrity.

‘F3° EMV/Chip Card Key: Data
Authentication Code.

‘F4° EMV/Chip Card Key: Dynamic
Numbers.

‘F5’ EMV/Chip Card Key: Card

Personalization.
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cF6’

‘IO’

‘KO’

‘Kls

‘KZ’

‘K39

‘MO’

chy

¢M27

‘M39

‘M4’

‘MS’

‘M6’

cM79
‘MS’

‘PO’
‘Pl’

cP2$
csoa

‘Sl,
nsz,

‘Vos
‘Vl’
cvz7
cv37
cv47
‘VS’
‘OB’
‘OC’

‘OD’

LOE’

‘OI’

‘OK’

EMV/Chip Card Key: Other.
Initialization Vector (IV).

Key Encryption Key or Key Wrapping
Key.

Key Block Protection Key, ANSI
X9.143/TR-31.

Asymmetric Key Pair (KRD), ANSI
X9.139/TR-34.

Asymmetric Key Pair for Key Wrapping
/Key agreement.

MAC Key, ISO 16609 MAC Algorithm
1 (using TDEA).

MAC Key, ISO 9797-1 MAC Algorithm
1.

MAC Key, ISO 9797-1 MAC Algorithm
2.

MAC Key, ISO 9797-1 MAC Algorithm
3.

MAC Key, ISO 9797-1 MAC Algorithm
4.

MAC Key, ISO 9797-1:1999 MAC
Algorithm 5.

MAC Key, ISO 9797-1:2011 MAC
Algorithm 5/CMAC.

HMAC Key.

MAC Key, ISO9797-1:2011 MAC
Algorithm 6.

PIN Encryption Key.

PIN Generation Key (reserved for ANSI
X9.132- 202x).

PIN Generation Key, other algorithm.
Asymmetric Key Pair for Digital
Signature.

Asymmetric Key Pair, CA Key.
Asymmetric Key Pair, non-ANSI X9.24
Key.

PIN Verification Key, PVK, other
algorithm.

PIN Verification, IBM 3624.

PIN Verification, VISA PVV.

PIN Verification, ANSI X9-132
algorithm 1.

PIN Verification, ANSI X9-132
algorithm 2.

PIN Verification Key, ANSI X9.132
algorithm 3.

Restricted Key Encryption Key that can
only be used to load DUKPT keys.
Restricted Key Encryption Key that can
only be used to load CVKs.

Restricted Key Encryption Key that can
only be used to load data encryption
keys.

Restricted Key Encryption Key that can
only be used to load EMV keys.
Restricted Key Encryption Key that can
only be used to load Initialization
Vectors.

Restricted Key Encryption Key that can
only be used to load keys that can load
other keys.



GOM’

‘OP,

‘OS,

‘OV’

r.lB?
‘IC’

‘ID’

‘IE’

‘119

cle

clMa

EIP’

EIS,

clvs

Other numeric values

bAlgorithm
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Restricted Key Encryption Key that can
only be used to load MAC keys.
Restricted Key Encryption Key that can
only be used to load PIN encryption
keys.

Restricted Key Encryption Key that can
only be used to load asymmetric key
pairs.

Restricted Key Encryption Key that can
only be used to load PIN verification
keys.

Restricted Keyblock Protection Key that
can only be used to load DUKPT keys.
Restricted Key Keyblock Protection Key
that can only be used to load CVKs.
Restricted Keyblock Protection Key that
can only be used to load data encryption
keys.

Restricted Keyblock Protection Key that
can only be used to load EMV keys.
Restricted Keyblock Protection Key that
can only be used to load Initialization
Vectors.

Restricted Keyblock Protection Key that
can only be used to load keys that can
load other keys.

Restricted Keyblock Protection Key that
can only be used to load MAC keys.
Restricted Keyblock Protection Key that
can only be used to load PIN encryption
keys.

Restricted Keyblock Protection Key that
can only be used to load asymmetric key
pairs.

Restricted Keyblock Protection Key that
can only be used to load PIN verification
keys.

Reserved for proprietary use.

Specifies the encryption algorithms supported by the WFS CMD_PIN IMPORT KEY 340

command as one of the following values:

Value Meaning

‘A’ AES.

‘D’ DEA DEA (Note that this is included for
backwards compatibility).

‘E’ Elliptic Curve.

‘H’ HMAC (specify the underlying hash
algorithm in optional field).

‘R’ RSA.

‘S’ DSA (Note that this is included for future
reference).

‘T Triple DEA (TDEA).

Numeric values Reserved for proprietary use.

bModeOfUse

Specifies the encryption modes supported by the WFS_ CMD_PIN_IMPORT _KEY 340

command as one of the following values:

Value Meaning

‘B’ Both Encrypt/Wrap and
Decrypt/Unwrap.

‘ Both Generate and Verify.
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‘D’ Decrypt/Unwrap Only.

‘E’ Encrypt/Wrap Only.

‘G’ Generate Only.

‘S’ Signature Only.

‘T Both Sign and Decrypt.

‘v’ Verify Only.

‘X’ Key used to derive other key(s).

Y’ Key used to create key variant(s).

Numeric values Reserved for proprietary use.
dwCryptoMethod

Specifies the cryptographic methods supported by the WFS_CMD_PIN IMPORT KEY 340
command as one of the following values:

Value Meaning

0 The key is being imported or activated.
It is not being used yet to perform a
cryptographic method.

WFS PIN CRYPTOCONSTRUCT The key is being constructed.

IppDecryptAttributes

This will either be NULL, or a NULL-terminated array of pointers to WFSPINATTRIBUTES
structures specifying the combination of attributes supported by the WFS CMD PIN IMPORT
KEY 340 command for the key used to decrypt or unwrap the key being imported.

typedef struct wfs pin attributes
{

BYTE bKeyUsage[2];
BYTE bAlgorithm;
BYTE bModeOfUse;
DWORD dwCryptoMethod;

} WESPINATTRIBUTES, *LPWFSPINATTRIBUTES;

There is one structure for each attribute combination that is supported by the Service Provider. In
each structure, each of the four parameters will have only one value set in each.

bKeyUsage
This parameter is not used and must be set to “00”. The Service Provider can determine this
value from the decryption key that is already imported into the PIN device.

bAlgorithm
Specifies the encryption algorithms supported by the WFS CMD_PIN IMPORT KEY 340
command as one of the following flags:

Value Meaning

‘A’ AES.

‘D’ DEA.

‘R’ RSA.

‘T Triple DEA (also referred to as TDEA).

Numeric values Reserved for proprietary use.
bModeOfUse

This parameter is not used and must be set to ‘0’. The Service Provider can determine this
value from the decryption key that is already imported into the PIN device.

dwCryptoMethod
This parameter specifies the cryptographic method that will be used with the encryption
algorithm specified by bAlgorithm.

If bAlgorithm is “A’, ‘D’, or ‘T, then dwCryptoMethod can be one of the following values:

Value Meaning

WEFS _PIN CRYPTOECB The ECB encryption method
WEFS_PIN CRYPTOCBC The CBC encryption method
WEFS PIN CRYPTOCFB The CFB encryption method
WEFS _PIN CRYPTOOFB The OFB encryption method
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WEFS _PIN CRYPTOCTR The CTR method defined in NIST
SP800-38A (see [Ref. 49]).
WEFS _PIN CRYPTOXTS The XTS method defined in NIST

SP800-38E (see [Ref. 50]).
If bAlgorithm is ‘R’, then dwCryptoMethod can be one of the following values:

Value Meaning
WFS PIN CRYPT RSAES PKCS1 V1 5 Use the RSAES PKCS1-v1.5 algorithm.
WFS PIN CRYPT RSAES OAEP Use the RSAES OAEP algorithm.

If the usage of the decryption key is ‘K1°, then dwCryptoMethod is 0. X9.143 defines the
cryptographic methods used for each key block version.

IppVerify Attributes

This is either NULL, or a NULL-terminated array of pointers to WFSPINATTRIBUTES
structures specifying the combination of attributes supported by the WFS_CMD_PIN IMPORT _
KEY 340 command for the key used for verification before importing the key.

typedef struct wfs pin attributes
{

BYTE bKeyUsage[2];
BYTE bAlgorithm;
BYTE bModeOfUse;
DWORD dwCryptoMethod;

} WESPINATTRIBUTES, *LPWFSPINATTRIBUTES;

There is one structure for each attribute combination that is supported by the Service Provider. In
each structure, each of the four parameters will have only one value set in each.

bKeyUsage
Specifies the key usages supported by the WFS CMD_ PIN IMPORT_KEY 340 command
as one of the following values:

Value Meaning

‘MO’ ISO 16609 MAC Algorithm 1 (using
TDEA).

‘M1’ ISO 9797-1 MAC Algorithm 1.

‘M2’ ISO 9797-1 MAC Algorithm 2.

‘M3’ ISO 9797-1 MAC Algorithm 3.

‘M4’ ISO 9797-1 MAC Algorithm 4.

‘M5’ ISO 9797-1:1999 MAC Algorithm 5.

‘M6’ ISO 9797-1:2011 MAC Algorithm
5/CMAC.

‘M7’ HMAC.

‘M8’ 1SO9797-1:2011 MAC Algorithm 6.

‘S0’ Asymmetric key pair for digital
signature.

‘Sr Asymmetric key pair, CA key.

‘82’ Asymmetric key pair, nonX9.24 key.

Numeric values Reserved for proprietary use.

A key check value does not have a usage, so the bKeyUsage should be ‘00’ when specifying a key
check value.

bAlgorithm
Specifies the encryption algorithms supported by the WFS_CMD_PIN IMPORT KEY 340
command as one of the following values:

Value Meaning

‘A’ AES

‘D’ DEA

‘R’ RSA

‘T Triple DEA (also referred to as TDEA)
Numeric values Reserved for proprietary use
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bModeOfUse
Specifies the encryption modes supported by the WFS CMD_PIN IMPORT_ KEY 340
command as one of the following values:

Value Meaning

‘v’ Verify Only

Numeric values Reserved for proprietary use
dwCryptoMethod

This parameter specifies the cryptographic method that will be used with the encryption
algorithm specified by bAlgorithm.

If bAlgorithm is *A’, ‘D’, or ‘T’ and bKeyUsage is a MAC usage (i.e. ‘M1’), then
dwCryptoMethod must be 0.

If bAlgorithm is *A’, ‘D’, or ‘T’ and bKeyUsage is *00°, then dwCryptoMethod can be one of
the following values:

Value Meaning

WFS PIN_KCVNONE There is no key check value verification
required.

The key check value (KCV) is created by
an encryption of the key with itself.

The key check value (KCV) is created by
encrypting a zero value with the key.

WFS_PIN_KCVSELF

WFS_PIN_KCVZERO

If bAlgorithm is ‘R’ and bKeyUsage is ‘00°, then dwCryptoMethod can be one of the
following values:

Value Meaning

WEFS PIN RSA KCV_NONE There is no key check value verification.
WFS PIN RSA KCV_SHAI1 The key check value contains a SHA-1
digest of the public key.

The key check value contains a SHA-256
digest of the public key.

WFS_PIN_RSA_KCV_SHA256

If bAlgorithm is ‘R’ and bKeyUsage is not ‘00°, then dwCryptoMethod can be one of the
following values:

Value Meaning

WEFS _PIN SIGN_NA No signature algorithm specified. No
signature verification will take place and
the content of IpxVerificationData must
be NULL.

WEFS PIN SIGN RSASSA PKCS1 V1 5 Use the RSASSA-PKCS1-v1.5
algorithm.

WEFS PIN SIGN RSASSA PSS Use the RSASSA-PSS algorithm.

One or more of the following flags must be specified in combination with one of the signature
verification methods.

Value Meaning

WEFS _PIN _SIGNHASH SHAI The SHA 1 digest algorithm.

WFS PIN SIGNHASH SHA256 The SHA 256 digest algorithm, as
defined in ISO/IEC 10118-3:2004 [Ref.
40] and FIPS 180-2 [Ref. 41].

IppPasswords

A NULL-terminated array of pointers to WFESPINPASSWORD structures specifying the
passwords that are supported by the device and which can be entered and changed by the
WFS CMD PIN PASSWORD_ENTRY command. There is one structure for each password that

is supported by the Service Provider.

typedef struct wfs pin password

{

DWORD fwPasswordAttributes;
USHORT usMinLen;
USHORT usMaxLen;
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} WESPINPASSWORD, *LPWEFSPINPASSWORD;

fwPasswordAttributes
Specifies the sensitive function the password is used to access and optionally indicates
whether the password can be changed, as a combination of the following flags:

Value Meaning

WFS PIN PWATTRIB_CHANGE The password can be changed.

WFS _PIN PWATTRIB_CONFIRM The password change must be confirmed.
WFS PIN PWATTRIB_SKE The password grants access to the secure

entry of a key component. The key
component index is identified by number
of instances of the flag up to and
including this password index.

usMinLen

Reports the minimum number of characters specified by the application which must be entered
for the password. A value of zero indicates no minimum password length verification. Note:
PCI requirements are that the minimum length should be 7 characters.

usMaxLen
Specifies the maximum number of characters which can be entered for the password. A value
of zero indicates no maximum password length verification.

Error Codes  Only the generic error codes defined in [Ref. 1] can be generated by this command.

Comments Applications which require or expect specific information to be present in the /pszExtra parameter
may not be device or vendor-independent.

43



CWA 16926-6:2022 (E)

4.3 WFS_INF_PIN_KEY_DETAIL

Description

Input Param

Output Param
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This command returns detailed information about the keys in the encryption module. This
command will also return information on symmetric keys loaded during manufacture that can be
used by applications. If a public or private key name is specified this command will return

WFS ERR PIN KEYNOTFOUND. If the application wants all keys returned, then all keys
except the public and private keys are returned.

Details relating to the keys loaded using OPT (via the ZKA WFS PIN PROTISOPS protocol) are
retrieved using the ZKA WFS PIN PROTHSMLDI protocol. These keys are not reported by this
command. Applications should use WFS_INF PIN KEY DETAIL 340.

LPSTR IpsKeyName;

IpsKeyName
Name of the key for which detailed information is requested. If NULL, detailed information about
all the keys in the encryption module is returned.

LPWFSPINKEYDETAIL *IppKeyDetail;

Pointer to a NULL-terminated array of pointers to WFSPINKEYDETAIL structures.

typedef struct wfs pin key detail
{

LPSTR lpsKeyName;
WORD fwUse;
BOOL bLoaded;
LPWESXDATA lpxKeyBlockHeader;
} WESPINKEYDETAIL, *LPWFSPINKEYDETAIL;
IpsKeyName
Specifies the name of the key.
fwUse
Specifies the type of access for which the key is used as a combination of the following flags:
Value Meaning
WEFS PIN USECRYPT Key can be used for encryption/decryption.
WEFS _PIN USEFUNCTION Key can be used for PIN functions.
WEFS_PIN USEMACING Key can be used for MACing.
WFS_PIN _USEKEYENCKEY Key is used as key encryption key.
WFS _PIN_USENODUPLICATE Key can be imported only once.
WFS PIN USESVENCKEY Key is used as CBC Start Value encryption
key.
WEFS _PIN USECONSTRUCT Key is under construction through the impo